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To: All U.S. Postal Service Suppliers

You are receiving this newsletter from the Postal Service as you have registered your interest to do business with the Postal
Service or your email address is on file as a point of contact for a current or past contract. Please share this newsletter with
your colleagues within your company as it contains important supplier related information about the Postal Service.

Cybersecurity: Russian/Ukrainian crisis

Over the past several weeks, the tensions between Russia and Ukraine have escalated to a crisis. The U.S. Postal

Service® remains vigilant, monitoring its’ network to secure its critical assets, operations, and data. The Cybersecurity and
Infrastructure Security Agency (CISA) has advised that “every organization—large and small—must be prepared to respond to
disruptive cyber activity.”

At the Postal Service, we rely on many organizations to provide services and resources to support mission critical functions. It
is imperative that our vendors, suppliers, and business partners remain diligent. The Postal Service’s Corporate

Information Security Office (CISO) encourages every USPS division, business unit, and external organization to follow CISA’s
guidance and strengthen their security posture to protect their most critical assets. CISA’s Shields Up website offers some
best practices and strategies to reduce the likelihood of a cyberattack, quickly identify potential intrusions, and

respond efficiently if an intrusion does occur. Additionally, CISA publishes alerts to provide timely information on security

issues, vulnerabilities, and exploits, which CISO highly encourages all organizations to reference.

As a reminder, if your organization is impacted by a cyber event or incident, or if there are changes to your operational
environment that could impact Postal Service information, information resources, or the services you provide to the Postal

Service, please notify the USPS CISO Cybersecurity Operations Center at CyberSafe@usps.gov, or by calling 866-877-7247.



https://www.cisa.gov/shields-up
https://www.cisa.gov/uscert/ncas/alerts
mailto:CyberSafe@usps.gov
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ARE YOU REGISTERED TO DO BUSINESS WITH THE
U.S. POSTAL SERVICE?

All' suppliers interested in doing business with the U.S. Postal Service should register their company in the Postal Service
Supplier Registration system.

For more information, please go to http://about.usps.com/suppliers/becoming/registration.htm

Save and Grow with the USPS® Loyalty Program

The U.S Postal Service has introduced USPS® Loyalty, a new program designed to reward small businesses and frequent
users of Click-N-Ship with incentives for dollars spent on Priority Mail® and Priority Mail Express. To learn more about the
USPS Loyalty Program go to https://www.usps.com/business/loyalty.htm?utm

Or contact USPSLoyaltyProgram@usps.com for questions or assistance.

CONTACT Us!

\We value your questions and feedback to this newsletter. Please feel free to reply to this message with your feedback or
mail to:

U.S. Postal Service

Supply Management Communications
475 L’Enfant Plaza, SW, Room 1100
Washington, DC 20260-6201

If you prefer not to receive future issues of re:supply from the U.S. Postal Service, click SMCommunications@usps.gov



https://about.usps.com/suppliers/becoming/registration.htm
https://www.usps.com/business/loyalty.htm?utm
mailto:USPSLoyaltyProgram@usps.com
mailto:SMCommunications@usps.gov

	NEWSLETTER
	ISSUE 36| March 2022
	Cybersecurity: Russian/Ukrainian crisis


	NEWSLETTER
	ISSUE 36 | March 2022
	ARE YOU REGISTERED TO DO BUSINESS WITH THE
	Save and Grow with the USPS® Loyalty Program
	CONTACT US!




